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Universal Requirements:
The USFSP Casi-Rusco Card Access System is designed to provide access control to campus
buildings without the need for staff to manually lock and unlock perimeter exits. It can also
provide access control to building offices, computer labs and high-security areas. In the case of
perimeter control, each exterior door must be equipped with the following hardware:
•
•
•
•

Fail-secure (locked when unpowered) electric locking device (electric strike or electric panic
device)
Door contact/switch (to monitor the status of the door <open/closed>)
Motion/Request-To-Exit Sensor (RQE) (shunts the door contact break when the door is
opened from the inside)
Steel, key-removable center mullion for double-door exits with a separable connector for
wiring harness (unless double door with electric panic device is specifically requested)

Designated exterior doors will be equipped with a Casi-Rusco 1000 magnetic stripe/proximity
dual technology card reader. Designated interior doors will be equipped with a Casi-Rusco
940/941 proximity card reader. One CASI Micro/Reader Junction Box (M/RJ box) is required for
each reader and must be installed on the secure side of the door. All M/RJ boxes must be wired
to a Micro/5 8RP reader option board (2RP boards are not allowed). At least one (1) exterior
door will be designated to be equipped with a key-override for emergency and maintenance
personnel use in the event that the Card Access System is not available (e.g. power failure) and
no other exits are to have key accessibility unless specifically called for. The location of the
key-override exterior door is typically determined either by the location of the Knox Box, if
installed, or by the location of the fire alarm annunciator panel.
Door hardware selection is to be carefully coordinated with USFSP Design Guidelines and the
Physical Plant Lockshop. The responsibility for wiring of the hardware and Card Access System
components needs to be carefully and specifically defined for hardware, electrical, and card
system contractors. All of the information contained within is subject to change without notice;
all reasonable efforts are made to keep this manual up-to-date.
Access Control Hardware:
The controlling hardware is proprietary hardware manufactured by the Casi Rusco division of
GE Interlogix. Local vendors known to USFSP are ADT, Best Access Systems, Security One
and Siemens. It is powered using Secure Perfect Access Control 6.0 on a Microsoft® Windows
XP platform. Secure Perfect has the ability to adapt to USFSP’s growing needs. This system is
easy to configure, operate and support with a graphical user interface and a relational database.
Direct and LAN/WAN connected control panels are supported for maximum flexibility. Multiple
workstations and all major card and reader technologies can be integrated into all levels. No
substitutions are acceptable. Descriptions of hardware typically used by the USFSP are
listed on the next page.
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•

Micro 5/PXN: Intelligent Controller, which controls all devices. A field-configurable
Ethernet network microcontroller for Secure Perfect access control and alarm monitoring
system. Operates on a standard PCMCIA card and supports dial-back communications
and remote alarm management. An Ethernet connection and static IP address is
required for communication with the main file server. The PXN firmware must be at least
6.0.02. Check with the Office of Campus Computing to determine if a newer version is
required.

• 8RP Card
The Micro/5 8RP reader option board is suitable for use with F/2F and Supervised F/2F
readers, and is compatible with all CASI systems. Both the Micro/5-PX and the Micro/5 PXN
can be configured to support 16 readers.

•

Micro/PXN-2000: combines the most popular options from the CASI Micro/5 product
family into an integrated and self-contained access control and alarm-monitoring panel.
The Micro/PXN-2000 is the economical choice when the building only requires 4 readers.
The Micro/PXN-2000 can co-exist in combination with Micro/5-PX or Micro/PX-2000.
System computer to first microcontroller communication is Ethernet, while microcontroller
to microcontroller communication is RS422. The Micro/PXN-2000 has 4 reader ports, 10
supervised digital input and 8 relayed digital output points. A circuit breaker protected
110VAC or 230VAC-transformer supplies power. The Micro/PXN-2000 includes a battery
back-up power supply and gel-cell battery. The all-steel enclosure, with a key-lock and
tamper switch protected door, houses the microelectronics and the back-up power
battery.
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Micro/PXN-2000

•

Micro Reader Junction Box (MRJ): The CASI Micro/Reader Junction Box (M/RJ box)
provides a cost-effective union point for the complete wiring of microcontrollers, readers
and door controls. The M/RJ box standardizes and simplifies wiring connections by
bringing all reader, microcontroller, door lock and digital input (DI) connections to one
point.

•

The GE Model 940/941 Proximity Perfect™ reader represents the latest in proximity
technology, and offers true contactless convenience when entering and exiting secure
facilities. The Model 940 features two-state intelligent supervision, and an environment
optimization technology that automatically adjusts to different types of installation
environments. The Model 940 is easy to install on conventional walls, metal surfaces,
and into single-gang US electrical boxes. Intelligent two-state supervision that
continuously monitors for alarm conditions at the reader, door contacts, and REX
connections. The Model 940 reader features intelligent two-state operation that
continuously monitors for closed circuit conditions at door contacts, as well as request to
exit (REX) connections. The Model 940 also ensures security personnel are notified if a
reader is tampered with, or communication is lost between the reader and
microcontroller–making the GE Model 940 one of the most secure readers on the
market.
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The GE Model 940/941 Proximity Perfect Reader

Door Hardware:
Door hardware is not proprietary, and can be obtained through most lock/security distributors
(e.g. ADI of Clearwater). While ADT, Best Access, Security One or Siemens install the
proprietary Casi Rusco hardware, the card access contractor typically wires everything and
installs everything except the electric locking devices unless contracted to do so.
Electric Strikes:
•

HES Genesis 9600: This strike is surface-mountable, and jamb preparation is typically
limited to drilling 3 holes to accommodate wire and strike installation. The strike voltage is
field-selectable at either 12 or 24 volts, and should be set up to utilize 24 volts. In some
cases the HES 9600-108 spacer plate (shim) may be needed to mount the strike closer to
the latch on the panic device. It is designed to be used with rim-mounted exit devices, and is
the preferred device to use for perimeter exits.
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•

HES 7000-24D: This strike is a lesser alternative to the Genesis 9600. This strike is not
surface mountable, and is designed for rim-mounted panic devices. Unlike most other
electric strikes (e.g. Von Duprin) two can be installed into a steel center-mullion successfully.
Some jamb preparation is required, and steel center-mullions can be ordered prepped to
accommodate this strike. This strike is not field selectable for voltage, so the 24 volt strike
must be specified. Additionally, the HES 7000-783 strike mounting plate must be specified
in addition to the strike itself. In some cases the HES 7000-108 spacer plate (shim) may be
needed to mount the strike closer to the latch on the panic device.

Below are typical applications for the HES Genesis 9600 and the HES 7000-24D.

•

HES 1006: This strike is not surface mountable, and is designed for use with standard
locksets. Some jamb preparation is required. This strike is field-selectable for voltage, and
should be set up for 24 volts. Unlike the Genesis 9600 and 7000, this strike must be ordered
in fail-secure mode unless otherwise specified. Several strike-plate option kits are available
depending on the type of lockset used.
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Door Contacts/Switches:
USFSP typically uses only one type of door contact:
•

Sentrol 1078-C closed-loop recessed door contact

Other types of closed-loop door contacts may be used only in situations when the Sentrol
1078-C would not be practical. Every effort should be made to use a recessed door contact.
Exceptions to this must be approved by the Office of Campus Computing prior to installation.
See the door contacts appendix for more information.
Motion/Request-To-Exit (RQE or REX) sensor:
USFSP uses only one type of REX:
•

Detection Systems DS-150i Request-To-Exit PIR with Wrap-Around Coverage

Wire:
Wire for all hardware except for the electric locking hardware needs to 22 AWG, colored for
data, copper, stranded and shielded (required). Wire for the electric locking hardware needs to
be 18 AWG, copper, stranded and shielded. Wire should be run through a metallic conduit
sized to accept the required quantity of wires. Flexible metallic conduit may also be used in
situations which warrant its use. Plastic conduit and surface-mounted wire mold are not
acceptable. Wiring may be run exposed in accessible ceilings when necessary or practical; wire
not run through conduit must be plenum rated.
Specific wiring requirements are as follows (maximum distance 1000 feet):
•

•
•
•

Proximity Card Reader (12V): Less than 500 feet 3 pair 18-22 AWG stranded and shielded,
If the distance is greater than 500 feet or the current per reader is greater than 150mA use
Belden 8725 or equivalent 20-AWG, 4-pair twisted shielded wire.
RQE: 4-con 22 AWG stranded and shielded*
Door Contact: 2-con 22 AWG stranded and shielded*
Electric locks: 2-con 18 AWG stranded and shielded
* This can be run through one 6-con 22 AWG stranded and shielded cable

3-5 feet of extra wire should be left both at the panel and at the door for terminations.
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Computer Requirements:
The Office of Campus Computing currently supports a Dell Optiplex GX260 Pentium 4 server
running Secure Perfect 6.0, which is required to operate the system. The Micro 5/PX, Micro
5/PXN and Micro 2000PX building controllers communicate with the Dell Optiplex GX260 using
RS232, RS422 or 100 Mb Ethernet depending on the system architecture. All Micro PXN
connections require a 100Mb Ethernet connection for server communication (this should be
specified as part of the project data wiring), along with a static IP address. If an RS-232 (serial)
connection is used, the client computer must be located less than 100 feet from the Micro 5/PX
building controller, otherwise a 100Mb Ethernet connection will be required for the client
computer. The firmware on the Micro 5/PXN must match the Secure Perfect software version.

Power Supplies – Locks:
Power supplies will vary depending on the type of electric locking devices used (electric panic
devices vs. electric strikes). In all cases when electric strikes are used, 24-volt power supplies
are required. Either of the following power supplies may be used for electric strikes. Power
supplies should be sized to accommodate the number of strikes and exit devices being installed.
Power supplies may either be plugged in to a properly grounded electrical outlet or be hardwired directly into a properly grounded power circuit.
•

•
•

AlarmSaf: CPS400C-UL/CSA. This power supply is field-selectable at 12 or 24 volts; 4 amp
continuous power supply at either 12 or 24 volts. This is the preferred power supply for this
application.
Altronix: AL600ULX UL listed. This power supply is field-selectable at 12 or 24 volts; 6 amp
continuous power supply at 24 volts, 6 amp continuous power supply at 12 volts
Altronix: AL400ULX UL listed. This power supply is field-selectable at 12 or 24 volts; 3 amp
continuous power supply at 24 volts, 4 amp continuous power supply at 12 volts. This power
supply is not preferred for 24 volt applications, due to the lower amperage output at 24 volts,
but will work if the AlarmSaf is not available.

A power supply meeting the above minimum requirements may be substituted, subject to prior
written approval from the Office of Campus Computing.
Power Supplies – Access Control Hardware:
A 12-volt power supply is required for the access control hardware. The AlarmSaf CPS400CUL/CSA or the Altronix AL600ULX UL are the preferred power supplies for this application.
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Physical Location Requirements:
The equipment required to operate the Card Access System must be installed in specific
locations and environmental conditions. All components are to be installed in accordance with
the manufacturer’s instructions.

Physical Location Requirements – Access Control Hardware:
Within the building, space will be needed to accommodate the access control hardware,
including the panel, the reader interface devices, the power supplies (both for locks and for
hardware). Wall space of approximately 6’ x 6’ should generally be sufficient depending on the
number of devices within a building.
The amount of floor space in front of the hardware should be sufficient for one or two people to
service the hardware as needed, as well to allow room for a small table or shelf upon which to
place the computer. The potential for system expansion should be taken into account when
determining where the hardware is to be mounted. The equipment should be located safely
away from such equipment as water main lines, electrical panels, custodial sinks, chillers, etc.
While the access control microcontrollers are rated to function in temperatures from
+2°C to 50°C (+35°F to 122°F), it should be noted that computers typically don’t function well in
temperatures above 32°C (90°F). Provide 1 double-duplex grounded outlet on a dedicated
circuit and an Ethernet connection.

Here is a typical installation at USFSP:

Microcontroller and Power Supplies
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Physical Location Requirements – Card Reader Locations:
The card reader is a surface mountable device designed for indoor and outdoor use. It is
designed to be resistant to severe weather, and is rated to function in temperatures from -35°C
to 66°C (-31°F to 151°F) and in humidity levels of up to 95%. The card reader is hard-wired (not
RF), and may be mounted directly onto the building, onto a metal plate which is then mounted to
the building, onto a gooseneck pedestal, or onto an interior wall. In situations involving elevator
access control, the card reader may be mounted directly to the button panel inside the car in
cases of individual floor control, or in a reasonable location close to the hall call button for
general elevator access control. In some cases, the reader may be installed along with other
devices, such as an automatic opener button.
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Physical Location Requirements – Door Contacts:
Door contacts should be mounted either in the top of the door frame (single or double doors) or
in the side of the door frame close to the lockset or rim-mounted panic device (single doors
only). In cases when the door contact is mounted in the top of the door frame, it should be 3 to
6 inches from the latch side of the door. In all cases, the wired component of the door contact
should be mounted in the door frame and the magnet component of the door contact should be
mounted in the door. Additionally, the door contact should not interfere with the door’s
operation; the two components should not be in physical contact.

Physical Location Requirements – Motion / Request-To-Exit Sensors:
The DS-150i is surface-mountable and should be mounted centered above the door in both a
single-door and a double-door case. The sensor should be mounted directly to the door frame
or the wall, and not to a ceiling tile or other “less permanent” fixture.
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Hardware and Physical Location Requirements – Sliding Exit Doors:
GE Interlogix Casi Rusco access control hardware is compatible with sliding doors. In most
cases, the access control hardware may be tied into the sliding door controller. A Casi Rusco
1000 reader is typically required for exterior doors. If a card reader is specified for use at a
sliding door, then it should be mounted either directly next to the exterior door or onto a
gooseneck pedestal placed in or near the “line of sight” of the sliding door’s electronic eye.
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Questions / Contacts:
Questions regarding the USFSP Card Access System should be directed to:
Jeff Reisberg
University of South Florida St. Petersburg
Office of Campus Computing
140 7th Avenue South
Bayboro Hall 241
St. Petersburg, FL 33701
(727) 873-4552
reisberg@stpt.usf.edu
To contact vendors for GE Interlogix Casi Rusco hardware:
John Gerrity
Best Access Systems
(727) 724-6557
Cell (904) 509-8115

Bill Semler
ADT
5471 West North A Street
Tampa, FL 33634
(813) 376-8482

Deborah Rosensteel
Security One
4002 West State Street
Tampa, Fl 33609
(813) 514-1999

Matt Pendleton
Siemens Building Technologies
8403 Benjamin Road Suite F
Tampa, FL 33634
(813) 880-8482

To contact GE Interlogix directly:
GE Interlogix – Casi Rusco
Jack Petrosky
Regional Sales Manager
Telephone: 561 912 1637
Fax: 561 998 6160
jack.petrosky@ge.com
(800) 428-2733 or (561) 998-6100
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GE Interlogix Casi Rusco Hardware:

•
•
•
•
•
•

UL 294 and UL 1076 listing
Microcontroller stores up to 28,000 card holders and 8,000 transactions
Communicates via RS-232 direct, RS-422, 10/100 Ethernet and modem
Supports 2-8RP reader interface boards, up to 16 M/RJ connected readers
Supports up to 4-2RP reader interface boards, 2 card readers per board directly
connected
Secure Perfect 6.0 Professional supports a maximum of 32 microcontrollers, 256
readers, 25,000 person access card database, 2560 input points (door contact), and
2048 output points.
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